
P
inellas County is the sixth most populated
county, and the most densely populated,
in the state of Florida. It maintains and

operates two water plants, three wastewater
plants, a solid waste facility, six pump stations,
and approximately 330 remote lift and pump-
ing stations to service the residents and busi-
nesses of the county. The supervisory control
and data acquisition (SCADA) process control
systems at these locations communicate using a
combination of microwave, cellular, radio, and
fiber optics as part of one large, comprehensive
SCADA system.

In late 2015, Pinellas County Utilities re-
ceived the results of a Department of Homeland

Security (DHS) audit that indicated its SCADA
system had missing and inaccurate documenta-
tion and lacked a disaster recovery plan. The
utility contacted McKim & Creed to rectify the
deficiencies cited in the report.

One of the first things mentioned during the
initial call was the importance of the project, and
the consultant team responded by reprioritizing
staff to start working on the project immediately.
Eager to resolve the issues identified in the report,
the county requested to accelerate the schedule
from four months to six weeks, targeting to com-
plete the project before the end of 2015.

The project was executed using a combina-
tion of staff interviews, document collection

and analysis, field research, vendor consultation,
and Ethernet network diagnostic tools. The
county staff was included as a major part of the
project execution and played a critical role in
providing documentation, making systems
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available for research, and reviewing documents
and drawings in a timely manner.

The deliverables of the project were detailed
topological schematics of the SCADA system
(both existing and future), a comprehensive
SCADA network device listing, geographical lo-
cation maps, and backup and restore procedures
tailored to the county's SCADA visualization,
database, and historical data servers.

The project deliverables were submitted on
Dec. 18, 2015, two weeks ahead of schedule.

Existing Conditions

Two primary events within the county over
the course of many years contributed to the
conditions found when the security audit was
performed:
1.  During the previous few years, multiple inte-

gration firms had been hired through com-
petitive bidding to perform SCADA projects
for the county. The deliverables from these
projects varied widely in substance and for-
mat, and were stored by project instead of in-
tegrated into an overall SCADA system design
set. Similarly, the software implementation of
SCADA system upgrades and additions var-
ied by integrator and plant site, resulting in
different programming approaches, deploy-
ment solutions, and software platforms.

2.  The county had experienced a recent and sud-
den departure of a majority of the technical
staff familiar with the SCADA system. Due to
inadequate documentation, much of the
SCADA system knowledge and information
was lost when these staff members left the
county. At the time of the audit, only two peo-
ple remained on staff sufficiently familiar
with the SCADA system for troubleshooting
and general software maintenance.

Due to the integrator's focus on project de-
liverables, instead of the overall SCADA system
design set, and with limited county staff, back-
ups of the SCADA system after changes were
made were rarely performed. Additionally, al-
though offline backups had been performed, the
county information technology staff had im-
plemented firewalls that prevented live data
backups, so they were only as accurate as they
were old. A documented backup and restore
practice was never developed, leaving only two
of the staff familiar with performing the tasks.
With little information available regarding the
procedures to perform the system backup and
restore function—in case these two individuals
left or were not available—it would be ex-
tremely difficult for any contractor or any other
technician to restore the application software in
case of a software-related problem.

In addition to this, the county was prepar-
ing for a complete overhaul of its SCADA system
communications to the remote lift and pumps
stations over the next three years, converting
from radio-based communications to cellular.
Accurate documentation of the system, current
backups, and the knowledge of how to restore
them were critical before the overhaul began.

Project Justification

Many risks were identified as justification
for the project. The SCADA system is the brain
of the entire water and wastewater operation
throughout the county. Loss of this system, or
critical components of it, could be catastrophic.
Risks due to system failures included extended
downtime, environmental spills, contaminated
water distribution, and financial penalties. The
costs to repair or replace the failures, along with
the financial penalties, could be immense, de-
pending on where the failures occurred and how
large they were.

The lack of available technical resources to
repair or replace system failures, as well as avail-
able materials and components, were of great
concern. The county has a long history with
many engineering companies and integrators,
but without accurate documentation or people
who know the system well, its replacement or re-
pair could be a lengthy and expensive process.
Even with the right people, equipment, and
hardware, reprogramming the SCADA system
could take weeks or months.

Strategy for Project Execution

The first challenge was to define the scope
of the project and the boundaries of research and
documentation. The county's SCADA system is
a large and complex entity, and it was important
to focus the efforts on the primary goals. The
scope was limited to the human machine inter-
face (HMI) system and the networking between
plants and remote stations. At the plant level, only
Ethernet devices related to process control were
included. Inclusion of the programmable logic
controllers (PLCs) was discussed, but it was ulti-
mately decided to leave them out of this scope.
By focusing efforts at the HMI and network level,
no process downtime was required for the re-
search, and the scope could be completed within
the required time frame.

Another consideration was the sensitivity of
the project and the information that was to be
collected and recorded. Network protocols,
equipment locations, Internet Protocol addresses,
and system configuration parameters needed to
be protected from the public for security pur-
poses. As part of the project execution strategy,
the county took the role of data protection using
its standard procedures and guidelines.

The overall approach was to work with
county management, technical, maintenance,
and operations staff, to find and review existing
documentation, interview county staff, field re-
search the SCADA system, and compile the in-
formation into one comprehensive set of
documents, drawings, and procedures. The

Figure 2. Supervisory Control and Data Acquisition System Operational Block Diagram
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county agreed to prioritize the project by com-
mitting staff resources to aid in the effort as
needed, due to the critical nature of the project.

Finally, all documents, drawings, and proce-
dures were submitted to the county in their na-
tive format for future use as a living document.

Project Execution

The first activity was to assemble all plant
managers, utility management, and the SCADA
technical resources within the county, as well as
the consultant team, in a project kickoff meet-
ing. At this meeting, utility management clearly
defined the purpose, goals, and sensitivities of
the project. This further ensured that all plant
managers understood that consultant staff
would need access to the plant SCADA systems
and that their support was necessary, required,
and expected. Points of contact were established
within each plant to optimize the project com-
munications. The decisions and directives were
summarized in meeting minutes distributed to
all attendees.

Data were collected over the next few weeks
via field research, staff interviews, and collection
and analysis of existing documentation. Each
plant site was researched. The instrument tech-
nician assigned to each plant, along with the
consultant team, located drawings and SCADA
equipment, performed network identification
queries, and shared knowledge of past projects
and how they affected the SCADA system. In
many cases, conflicting information was uncov-
ered, and the engineer and technician had to dig

deep into the system to determine the existing
state of the equipment.

Members of management, technical, main-
tenance, and operations at each plant were inter-
viewed. Each brought his or her own unique view
of the SCADA system, its components, and its
history. This inclusive research process ensured
that every experience and story responsible for
the current state of the system was identified.
Once this information was gathered, it was cross-
referenced and reviewed for inconsistencies and
gaps. A review of existing documents revealed
that the quality, format, and completeness of doc-
umentation varied widely from site to site.

The consultant team worked with Won-
derware, the SCADA software manufacturer, to
develop the customized backup and restore pro-
cedure. The county’s SCADA system is a combi-
nation of the Wonderware App Server, which
uses a single galaxy deployed across all plants, In-
Touch applications incorporated into the App
Server galaxy, and stand-alone InTouch applica-
tions. The vendor's standard backup and restore
procedure was used as a starting point, and the
procedures were customized to the county's spe-
cific filename, path, and server information. This
customized set of procedures eliminated the
guesswork and inconsistencies when performing
backups, and provided a faster and clearer set of
procedures to be used during restore activities.

The draft documents, drawings, and proce-
dures were submitted to the county for review
and comment, and a workshop with its staff
members was held to review their remarks. The
results of the workshops were incorporated into
the drawings and documents for final issue in
native file format.

Deliverables

The deliverables included documents,
drawings, and procedures specific to the county’s
SCADA system, and they were compiled into a
single, comprehensive set of documents. All
project documentation included a revision his-
tory section. Examples of project deliverables are
listed in figures 1 through 4.

Potential Project Roadblocks

Due to the aggressive scope and schedule of
the project, it was critical to identify potential
roadblocks and address them before they could
impact the project.

Technical and Operations Staff Refuses to
Share Information

It is very common for the personnel re-
sponsible for maintaining operations to develop
and keep their own set of documents, drawings,
and procedures for use in troubleshooting and
maintaining the system. These "shop drawings"
are typically filled with hand-drawn information
that does not exist on any other drawing. Be-
cause these drawings contain information that
cannot be found anywhere else, and because
these people are responsible for keeping the
plant operational, they can be very reluctant to
admit they have such a drawing set, let alone
share it with anyone else. The information on
those drawings, however, was exactly what was
needed for this project to be successful.

Another possibility when documenting a
system in this fashion is the fear of job security.
The fear that "Once they know the system, why
do they need me?" could have been a hindrance
to this project.

In both of these situations, the practice of
involving plant management in the project eased
the concerns of staff, and neither of these situa-
tions were issues.

Operations Prevent Sufficient Access to 
System for Research

Being the brain of plant operations, SCADA
keeps the plant running and can, likewise, shut it
down. Depending on the type of information to
be collected, it can be a requirement to have the
system off so the right location or equipment
can be accessed.

By purposely limiting the scope to the HMI
portion of the SCADA system and the network-
ing, the system could stay operational while the
data were collected. Had the scope been ex-
tended to the PLCs, it is likely downtime would
have been required to collect the necessary in-
formation.

Figure 3. System-Specific Backup and Restore Procedure
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Extensive Outdated or Missing Documentation
Years of project-focused deliverables re-

sulted in disorganized system documentation
that did not follow a standard and varied widely
in quality; therefore, the availability and accu-
racy of documentation was highly unknown at
the start of the project. With a system this large,
a severely deficient amount of data would re-
quire extensive field investigation, which would
be difficult, costly, and very time-consuming.
The result would have been a much higher proj-
ect budget and a much longer schedule.

Through multiple interviews and work-
shops, the collective knowledge of everyone was
assembled into a single, comprehensive under-
standing of the system.

Benefits of the Project

There were many benefits realized from this
project, and future SCADA projects will con-
tinue to reap these benefits for years. The major
benefits include:

Accurate Documentation of the SCADA System
The extensive research performed, infor-

mation collected, and documentation developed
resulted in a single, very comprehensive, and ac-
curate set of documents, drawings, and proce-
dures. These represent the most current state of
the SCADA system.

Launching Point for Larger Planning Effort
Master and system planning require an un-

derstanding of the current system and the iden-
tification of the goals for the future system. A
migration plan is then developed that details the
transitional steps to accomplish the goals of the
plan. This project lays a foundation for the plan-
ning project by identifying the current state of
the system.

Better-Defined Scopes for Subsequent Projects
One of the first steps in executing a project

is to determine the current state of the system to
be modified. The documents, drawings, and pro-
cedures developed for this project satisfy that
first step and will provide for faster project exe-
cution for future projects. Without this infor-
mation, the bidding contractor will include
assumptions and estimations, which turn into
dollars in the form of contingency and risk
avoidance. By having accurate documentation
before project scopes are developed, the scopes
can be more accurate and concise, thus limiting
contractor risk, contingency, and the overall
project budget. 

Backup and Restore Plan for the System
Disasters can strike at any time, and all util-

ities must be prepared for the worst scenarios.
Disasters can take on many forms: cyberattacks,
weather-related events, manmade actions, acci-
dental occurrences, and equipment failures. Even
the smallest processes can have large operational
impacts if they experience extended, unantici-
pated downtime.

A current backup of the system is critical to
ensure that it can be returned to operation as
quickly as possible. An accurate restore proce-
dure, customized to the specific system, is as cru-
cial as the backup, for without the ability to
restore the system, the backup is useless.

Documents in Native Format
The documents, drawings, and procedures

developed during this project recorded the ex-
isting state of the county's SCADA system; how-
ever, the county will continue to execute projects
and SCADA will be part of the scope of those
projects in the future. All documents were sub-
mitted to the county in their native format so
they could be provided as part of future projects
to represent the existing conditions. In addition,
as part of future project scopes, contractors and
integrators will be required to update the docu-
ments, drawings, and procedures that are devel-
oped with their project modifications. This will
ensure the documents remain current, should
they be needed for future projects or disaster re-
covery.

Conclusions

The initial purpose of this project was to
address the issues discovered during a DHS se-
curity audit performed on the SCADA system at
Pinellas County Utilities. During the execution
of the project, and to meet the requirements of
the audit report, the HMI portion of the SCADA
system and the network were researched, re-

viewed, inspected, and documented. Further-
more, a customized backup and restore proce-
dure was developed.

Once the data were collected and reviewed,
documents and drawings were developed to rep-
resent the SCADA system. These were reviewed
by the county in a workshop environment and
resulted in highly accurate and thorough docu-
ments.

A backup and restore procedure was devel-
oped specifically for the county using its server,
network, equipment, and software names and
settings. This set of procedures clarifies the
process of backing up and restoring the SCADA
system, resulting in a more frequent and stan-
dard backup and a more guaranteed restore
function.

Finally, the documents, drawings, and pro-
cedures provided to the county at the comple-
tion of the project were in native format so they
can be easily updated during future projects by
contractors, engineers, and integrators.

The execution of this project was a success
due to the collaborative working relationship be-
tween the county and McKim & Creed. Further-
more, the early establishment of the expectations
and importance of the project with county staff
was critical for successful data collection.

This project addressed a serious deficiency
in the county's documentation and maintenance
of its SCADA system. This deficiency, during cer-
tain conditions, could have caused extensive
downtime, environmental impacts, contami-
nated water distribution, other extensive costs,
and financial penalties. By making the docu-
ments and drawings current with the existing
SCADA system, and by developing a customized
backup and restore procedure, the county is now
prepared to return to operations should a con-
dition happen to render part of, or the entire sys-
tem, inoperable. SS
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Figure 4. System-Specific Server File Locations and Names


